
 

 

 

Product, Supply Chain, and Employee Security Disclosures 

Protec'ng Our Employees  

Our team of experienced security professionals and subject ma6er experts executes a variety of 
programs all focused on one common goal: keeping our employees safe.  

Annually, our Global Security team trains relevant employees on situa@onal awareness. Our Situa@onal 
Awareness for Everyone, Everywhere briefings boost employee personal security awareness in both 
mindset and aEtude. 

Employee Security  

Regional security experts and our corporate-based travel safety program iden@fy and document high-risk 
travel des@na@ons to help protect employees traveling for work. The Security Services team manages 
physical security/cri@cal incident response and also oversees Abbo6’s third-party security for Abbo6 
sites. The Threat Management team partners with corporate stakeholders to help keep Abbo6’s work 
environments safe and reduce the incidence and impact of workplace violence and other  
troubling situa@ons.  

The Protec@on Services team partners with senior leadership to provide execu@ve protec@on and special 
events support. These programs help to ensure safe environments for senior leaders as well as for 
employees par@cipa@ng in a variety of Abbo6-sponsored events, including high profile gatherings and 
division-level conferences. 

Protec'ng Product Authen'city 

Efforts to mi@gate counterfei@ng and illegal diversion risks are overseen by our Global Security, Legal, 
Regulatory, Public Affairs, and Business Unit teams. Using advanced analy@cs, our Global Security team 
iden@fies and removes lis@ngs of Abbo6 fraudulent products being sold (including on marketplaces, 
apps, websites, and social media). Business Unit and Business Support teams develop product 
iden@fica@on playbooks (including authorized packaging, manufacturing loca@ons, and typical shipping 
routes) to help increase fraudulent product iden@fica@on so that we can take appropriate ac@on. 

 

 

 

 

 



Safeguarding Intellectual Property 

Three processes help safeguard Abbo6’s intellectual property and trade secrets:  

• Employee educa@on on intellectual property and its protec@on  
• Integra@on with the product development and business teams to iden@fy and protect 

innova@ons early in the development process  
• Abbo6 business- and industry-specific security risk mi@ga@on and compliance programs 

Securing Our Supply Chain 

We are commi6ed to helping eliminate criminal ac@vi@es from our supply chain, including drug 
trafficking, terrorism, human trafficking, forced labor, child labor, cyber threats, and contraband. We 
comply with applicable interna@onal customs laws, carefully selec@ng partners to avoid unethical 
prac@ces and security threats. Our efforts exceed U.S. Customs and Border Protec@on (CBP) enhanced 
Customs Trade Partnership Against Terrorism (CTPAT) Minimum Security Criteria. We partner with  
CBP and an external vendor on a surveillance system that mi@gates theX, counterfei@ng, and illegal 
diversion risks.  

Addi@onally, we remain a CTPAT partner, enabling product movements in and out of the United States 
with expedited processing and fewer customs exams. In mul@ple countries outside of the United States, 
Abbo6 has achieved recogni@on as an Authorized Economic Operator by complying with World Customs 
Organiza@on supply chain security standards. Abbo6 collaborates with our network of transporta@on 
carriers and logis@cs providers, such as the Transported Asset Protec@on Associa@on, to meet industry 
security standards. These partnerships help our products reach our customers safely. 

Enforcement Program Tac'cs 

• Performing market surveys  
• Removing counterfeit products and lis@ngs  
• Hal@ng unauthorized product sales  
• Providing contract security language and enforcing policies with authorized resellers  
• Repor@ng fake social media accounts  
• Elimina@ng illegi@mate and cybersqua6ed sites  
• Training of customs and other enforcement officials to recognize and interdict counterfeits 

Crisis Management 

Our commitment to sustainability extends to the resilience of our opera@ons and supply chain against 
unforeseen challenges. Our Global Communica@ons Center is a 24/7 opera@on dedicated to monitoring 
global risks and quickly responding to crisis events. This state-of-the-art facility is equipped with 
advanced technology and staffed by a team of experts, enabling us to proac@vely iden@fy emerging 
threats and take decisive ac@ons to safeguard our opera@ons worldwide.  

To bolster our crisis response capabili@es, we have established geographic-specific crisis ac@on teams 
strategically posi@oned around the globe. These teams, comprised of local experts, serve as the frontline 
responders to crises affec@ng specific regions, helping a swiX and culturally informed approach to 
mi@ga@ng risks. Our Execu@ve Crisis Management team, comprised of experienced leaders from various 
func@ons, provides strategic guidance and oversight, suppor@ng a cohesive and well-coordinated 
response to any challenges that may arise.  



Business Con'nuity 

Our Business Con@nuity program helps to provide cri@cal products and services to our customers in  
the event of business disrup@on. Our program goal is to make Abbo6 more resilient in the face of  
ever-increasing threats to disrup@on so that Abbo6 can con@nue delivery of products or services at 
acceptable levels following a disrup@ve event. Improving resilience is accomplished by iden@fying 
vulnerabili@es, planning for disrup@ons, and building capabili@es. The Business Con@nuity program 
strengthens Abbo6’s resilience by incorpora@ng objec@ves in governance, performance expecta@ons, 
culture, and measurements of success to promote con@nuous improvement. We value resilience — the 
capacity to recover quickly from disrup@ons and take a risk-based approach to planning by spending the 
majority of effort in the areas with the highest risk. Exercises and lessons learned from actual events 
help us to improve our plans and iden@fy opportuni@es to build our capabili@es around resilience. 

 


